DESIGN

JUNE 23-27, 2024

MOSCONE WEST CENTER
SAN FRANCISCO, CA, USA

AUTOMATION

.....




t:‘ AUTOMATION \/KOE§> ?GATAS?EKQE \I‘ISYS

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

JUNE 23-27, 2024

MOSCONE WEST CENTER
SAN FRANCISCO, CA, USA

Si Backside Side-Channel Leakage and ,,,
Simulation of Cryptographic IC Chips A

Rikuu Hasegawa (D, Kazuki MontaV, Takuya Wadatsumi®, Takuji Miki(Y, Makoto Nagata™®
Lang Lin®), Sreeja Chowdhury®, Akhilesh Kumar(?

, Norman Chang?)

Kobe University@®), ANSYS Inc.(?



Background

* Security of semiconductor devices 1/"‘E

Physical attack / a
=l s
~ -

Cryptography security measures

» Side-channel analysis (SCA)
Physical information during cryptography operation
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IC Chip Packaging Trends and Attack Surface

* Face up (Traditional) * Flip chip (Contemporary)

IC chip
}Interposer

!PCB Bonding wire

I

solder ball PCB

* Bonding wire * ubump and ball grid array

* Adversarial access * Trend towards thinner chips
Probing on crypto from front side * Adversarial access

Probing on crypto from the backside
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Power noise side-channel attacks

» Side-channel leakage e

i _ _ _ Side-channel information \
* Power noise caused by transistor switching

S < operation — iy

* Verification is needed Voltage
* Accurate power noise analysis
* Power noise analysis for side-channelleakage & | .

Power noise \
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Si Substrate Voltage Simulation using CPM

* Create CPM (Chip Power Model) for side-channel analysis
* Power library of standard cells
* Logic transition - CPM
* Design data
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Side-channel Leakage Evaluation by CPA*

*CPA : Correlation Power Analysis

* Leakage at the center of the chip

<Measurement setup>

#Waveforms
o0 200K 800K

2 C_ Circuit _D
43 operation

80 <Prove point>
100 :
120

140

160 3m | 3 L Ar. 2
180 7 L T »" 5 g e i

Active
probe

Average rank*

s _est devnce
*Average lank : o= S% Bt NN 20 T

Take the average of the correlation value ranks of all bytes
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Side-channel Leakage Evaluation by CPA*

*CPA : Correlation Power Analysis

* Leakage at the corner of the chip

Strong leakage at proximity of AES ~
Possibility of locality
#Waveforms Active
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*Average lank : Take the average of the correlation value ranks of all bytes
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Side-channel Leakage Evaluation by CPA

* Evaluation by simulation
* Waveform change depends on position

* Too high S/N might cause these results

<Waveform analyzed by simulation>

<Result of simulation>
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Side-channel waveform evaluation

* 1000 waveforms acquired for different substrate thicknesses CPM

Vpp* variation
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Possibility of localized and chip thickness

dependent noise propagation
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Multichip side-channel analysis

* Modeling of 2.5D IC
<Analysis results of the crypto chip>

o

Crypto chip Microprocessor chip
(130 nm) (7 nm)
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Summary

* Si substrate voltage can be the side-channel information
Growing threat with the increasing number of flip chip packaging

* Achievements
Modeling flow for Si backside side-channel leakage

* Qur on-going focus
Analysis multichip device using CPM
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